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CeteBas Buaeokamepa DS-2CD854FWD-E. PykoBoACTBO noJib3oBatesns.

Brmaromapum Bac 3a mpumobperenue Hameit nmpoaykunu. Ecnn y Bac BO3HHKHYT Kakue-THOO BONPOCH WM TPEATIOKCHHUS,
MoXxamyiicra, 0OpaTUTECh K MMOCTABIIHKY.

JanHoe pykoBOACTBO mpenHazHaueHo aisi CeteBoit Buneoxamepsr DS-2CD854FWD-E.

[IpousBoanTens ocTaBisieT 3a coOOH NMPaBO HAa BHECEHHE M3MCHEHHWH B HACTOSIIEE PYKOBOJACTBO, @ TAKXKE B TEXHHYECKHE

XapaKTEPUCTHKH YCTPOUCTB 0€3 MPEeIBAPUTEIILHOTO YBEIOMIICHUS.



CeteBad Bugeokamepa DS-2CD864FWD-E. PykoBoacTBO nosib3oBaTtens

UHCTPYKLUMA NOo TeXHUKe 6e3onacHOCTH

[Moxamyiicta, 03HAKOMBTECH C JAHHBIM PYKOBOZICTBOM IIEpe]] YCTAHOBKOW U HCIIOJIB30BAHNEM BHACOKAMEPHL. DTH WHCTPYKIIHA
MpeHa3HAYCHBI T 00CCIICUCHUS MPABHILHOTO M 0€30MaCHOr0 MPUMEHEHHUS U3CIH, a TaKXKe JJIs1 CHUKEHUS BEPOSTHOCTH
npuunHeHus yuiep6a Bamemy umymiectsy.

Meps!l npenocTopoxHOCTH pasznenensl Ha “Ilpenynpexaenus’” u “Ilpenoctepesxenus’:

Ipenynpexnenus: HecoOmroneHue npeynpexaeHuil MOXKET MOBJICYb 32 COOOU CEPhE3HYIO0 TPABMY UIIH CMEPTh.

[Ipenocrepexenns: Hecobmroaenue mpeaocTepekeHni MOXKET ITOBJICYb 32 cO00H TpaBMY WIIH OBPEKACHNE 000PYIOBAHS.

Mpenynpe:xaenusi. CoOmronaiite TaHHBIE MEPHI Mpenocrepe:xenusi. Cobmronaiite gaHHBIE MEPHI
MPEIOCTOPOXKHOCTH, YTOOBI IPEAOTBPATHTE CEPHE3HYIO MIPEAOCTOPOKHOCTH, YTOOBI TPEAOTBPATUTD IOTCHIHATBHYIO
TPaBMY HJIH CMEPTb. TpaBMy WJIM MaTepuabHbIC yOBITKH.

Hpenynpe:xaenus

1. Bce oneparmu 1o ycTaHOBKE U pabOTe ¢ yCTPOHCTBOM, IPEICTABICHHbIC B JTAaHHOM PYKOBOJICTBE, IOJKHBI COOTBETCTBOBATh
MECTHBIM IPaBUIIaM 10 3JIEKTPOOE30MacHOCTH.

2. Ucnonnw3yiite 010k nutanust DC 12V, cootBercTByronuii crannapty IEC60950-1.

3. He noxkiroyaiite HECKOJIBKO YCTPOICTB K OJHOMY CETEBOMY aJalTepy, TaK KaKk ero Ieperpy3ka MOKET BbI3BaTbh IEPErpes
unu Bosropanue. [Ipu ucnons3oBanuu texHosoruu POE yOeaurtech, uto POE CBUTY mojmep)KuBaeT JTOCTATOYHBIM YpOBEHb
HaINpsKEHUs.

4. Ybenntech, 4TO MITETICENb HAZIEKHO COCIUHEH C CETEBBIM Pa3bEMOM.

5. Ecim ycTpoHCTBO MOHTHPYETCSl Ha CTEHY MM HOTOJIK, OHO JIOJDKHO OBITh HA/IeKHO 3a(DMKCHPOBAHO.

6. Ecm ycTpoHCTBO IBIMUTCS, ITYMHT, WM BBl UyBCTBYeTe 3amax rapy, OTKIIOYHTE MUTaHUE U OTCOEIMHUTE CETEeBOH Kabes,
IIOCJIE YETr0 CBYKUTECH C CEPBUCHBIM LIEHTPOM.

7. IIpu HapylIeHHH HOPMAJILHOM pabOThl BHCOKAMEPHI, CBSKUTECh ¢ BaluMm IMOCTaBIIUKOM WIIM OJMKAWIINM CEPBHCHBIM
1eHTpoM. Hukorma He mpITalTeCh pEMOHTHPOBATh Kamepy caMmocTositenbHO. (IIpousBoauTens cHUMaET ¢ ce0si TapaHTHIHbIE

00513aTeNIbCTBA 3 MOBPEKACHHS, BOHHUKIINE B pe3yJIbTaTe HECAHKIIMOHUPOBAHHOTO PEMOHTA MJIH 0OCITY)KUBAHHMS).



CeteBad Bugeokamepa DS-2CD854FWD-E. PykoBoacTBo nonb3osartens.

IIpenocrepe:xenust
1. IlpoBepbTe COOTBETCTBUE IOJBOAMMOIO HAIPSIKEHHUs IACIOPTHBIM JAHHBIM M yOeIUTeCh B HCIPABHOCTH HMCTOYHHUKA
MUTaHHSA.
2. He nomyckaeTrcsi BO3JCHCTBHE Ha BHUICOKAMEPY BBICOKOTO MAABICHHA, TPSACKH, MEXaHWYECKHX YyIapOB M CHIBHOTO
3JIEKTPOMAarHUTHOTO M3IydeHus. M30eraiite ycTaHOBKM 0OOpPYHOBAaHUS HA IOBEPXHOCTSX, IOJBEP)KCHHBIX BHOpaIMsIM,
3TO MOJKET IPUBECTH K €TO NOBPEXKICHUIO.
3. He xacaiirecs cencopnoro monyns (CCD marpuisl) nansuamu. [Ipn HE0OX0ANMOCTH YHCTKH, UCTIOJIB3YHTE YUCTYIO TKaHb
¢ HeOOJIBIIMM KOJIMYECTBOM 3TaHoNa. Eciiu kaMepa He MCIOJIb3YeTCsl B TEUSHUE JJIUTENILHOTO BPEMEHH, YCTAHOBUTE KPBILIKY
00BEKTHBA HA €€ MECTO.
4. Pa6ota cencopa (CCD matrpuibl) MOXET ObITh HapylIeHa Ja3epHBIM JIydOM, IO3TOMY IMpPU HCIOJIb30BAHHH JFOOOTO
Ja3epHOro 000pyI0BaHMA yOeIUTECh, YTO JIydH HE MONaJafoT Ha IIOBEPXHOCTh MATPHIIBL.
5. He moggepraiite xamepy BO3AeHCTBHIO ciaumIkoM BbICOKHX (Oomee +60°C) mnmm Hmskux (menee -10°C) Ttemmeparyp.
He ncrone3yiiTe ycTpOWCTBO B 3arpsA3HEHHBIX MOMEMICHUSX C BBICOKOM BIAXXHOCTBIO, TaK KaK 3TO MOXKET HPUBECTH
K BO3HUKHOBCHHIO T10Kapa WIH 3JIEKTPHICCKOMY 3aMBIKAaHHIO.
6. [l HOpManbHON pabOThI KaMephl HEOOXOMUMa CBOOOMHBIA BO3AYXOOOMEH. YCTaHaBIUBaiiTe 000pYJOBaHUE B XOPOIIO
NPOBETPUBAEMBIX IOMELICHUIX U HE AOIyCKalTe ero neperpena.
7. 3ampemaeTcsl TMOJABEpPrarb OOOpYIOBaHUE BO3JACHCTBUIO MPSMBIX COJHEYHBIX Jy4el WM pacroyiaraTb €ro BOIU3U
MCTOYHMKOB TeIlIa, TAKUX KaK KyXOHHAs IUINTa, 000TpeBaTeNb WK pasuaTop (3TO MOXKET PUBECTH K BO3TOPAHHMIO).
8. He HampaBnsiiTe KaMepy Ha COJHIIE MM OYCHb SPKHE 00JAaCTH. DTO MOXET MPUBECTH K IMOTEPE YETKOCTH M300parkeHUS
(410, B TaHHOM CITy4ae, He SIBIISIETCS] HEUCTIPABHOCTHIO), 1 MOXKET 3HAYUTEIHFHO COKPATUTh CPOK CITY>KOBI CEHCOPHOTO MOMYJIS
(CCD wmarpwutipr).
9. [Ipu TpaHCHOPTHPOBKE BUACOKaMepa JOJDKHA OBbITh TOMELIeHa B OPUTHHAJBHYIO YIAKOBKY WMJIH YIAaKOBKY CO CXOJIHBIMH

XapaKTepUCTUKAMH, 00ECTIeYMBAIOIIMMH COXPAHHOCTh YCTPONCTBA.
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m CeteBas Buaeokamepa DS-2CD854FWD-E. PykoBoACTBO noJib3oBatesns.

nasa 1 NoaknioueHne CeTeBoM BUAEOKamepbl

CyIecTByeT J1Ba crocoda MOoKITI0UYCHHS CETEBOM BHICOKaMEPHI K nepcoHanbHOMY kommbroTepy (I1K):

CeTeBoM Kabenb

CeTegad Kamepa HomneroTep

PucyHok 1.1: NMogKntoueHme ¢ UCnonb3oBaHMeM nepekpecTtHoro Kabens (Cross Line Connection)..

CeTeBol Kabenb CeTepol Kabenb
CBUTY

— =

CeTepad Kamepa HomneroTep
PucyHoK 1.2: MoaKntoyeHne ¢ Mcnonb3oBaHMeM npamoro Kabens (Direct Line Connection).

o Hauana pa®oThl ¢ ceTeBOi BHIEOKaMepoil 1o ceT, Heobdxoaumo ompenenuts e€ IP agpec. [Iporpammuoe obecrneueHne

SADP, nocrymHoe st 3arpy3ku 1o aapecy http://www.hikvision.com/En/download more.asp?id=46 , npexnasnaueno

JUSL aBTOMATHYeCKOro oOHapyxeHus yctpoiicte Hikvision B cetu LAN u monyuenust manusix IP ampeca, Macku momcerH,

HOMEpa MOPTa, CEPUHHOTO HOMEpa YCTPONUCTBA, BEPCHUHU MPOrPaMMHOI0O 00eCIieueH s U T.11., cM. PucyHok 1.3.


http://www.hikvision.com/En/download_more.asp?id=46

CereBas Buaeokamepa DS-2CD864FWD-E. PykoBoAcTBO No/ib3oBatesis

[ sapp s |

| Device type | IF addresz | Fort rumber | Device Senal Mo,

001 192.0.0.64 15-2C07153-E012
001 [ unknow |

Device Seral Mumber
ID S-2C07153-E01 2001007 26BEBR

zoft wersion I
I"JE.EII:uuiIu:I 100423

zibnet mazk
|255.255.255.n "

IP addres=
[82. 0 0 . e I

device port

IBDDD

MALC Address
IEIEI-4EI-4E-28-::IE-E?

-—-pleaze input password---

modify | n:anu:ell TAVE |

-Rezume default pazswaord-

4| n 3

PucyHok 1.3
Bribepure ycTpoiictBo, yctanosute |IP aapec u macky mojceru B oqHOM ceteBoM cermente ¢ [1K.
Ionpo6uee o SADP cwm. [Tpunoxenne 1.
Ipumeuanue: Tlapamerpsl o ymodanuto: IP agpec “192.0.0.64”, nomep niopta “8000”, ums nmojp3oBatesns “admin”,

napoins “12345”.



m CeteBas Buaeokamepa DS-2CD854FWD-E. PykoBoACTBO noJib3oBatesns.

F'naBsa 2 CeTteBoi1 goctyn

Ilocne ycTaHOBKM 00OpYNOBaHUS MOJIB30BATENb MOXET INPOCMATPUBATh BUIEO M HACTpamBaTh IapaMeTphl CETeBOH
BHICOKaMephl, BKIoUas |IP agpec, Macky mojceTd, HOMep mopTta ¥ T.n. st JocTyna K Kamepe HCIOIb3YIOTCS CIEAYyOIINe
CIIOCOOBI:

1. Joctyn ¢ ucnons3oBanueM Opaysepa IE.

2. JlocTym ¢ HCTIONb30BaHMEM KIMEHTCKOTO MPOrPaMMHOT0 00CCTICUeHHSI.

3. Hoctyn ¢ ucnonszoBanueM 110 npyrux npomsBogureneii (OOpaTuTech K HOCTABIIUKY 3a MOAPOOHONW HHPOpMAITHEH).

2.1 fJocTtyn c ucnonb3osaHmem b6paysepa IE

Jis monmydeHnst BO3MOXXHOCTH YIIpaBJICHHUs BUIeOKaMepoi yepe3 Opaysep |E, HeoOXoanMo HACTPOUTH YPOBEHB 0€30I1aCHOCTH
CETH.
Ortxkpoiite 6paysep |E u ycraHoBUTE ypOBEHB 6E30IIACHOCTH 30HBI, B KOTOPO# pabotaet kamepa Ha Huskwuii [Low] B MeHt0

Cepsuc/Caoiicta O603peBateist/besomacHocts/[Ipyroii.. [Tools/ Internet Options/Security/Custom Level...], u Bxirounre

ABTOMATHYECKOE BBIMOJHEHUE HITH BBITIOJHEHHE IO 3aMpocy dyieMeHTOB ACtiveX u Moayrieii moIKIToueHNs]

[ActiveX Control and Plug-in].

Conep#aHue Mok noueHHa MNporpardrde! L onanHuTeAEHD

Odwme BezonacHocTe | K.OHEMaEHLMaNBHOCTE

Brifepire SoHy MHTEpHETa, YyTodkl AQUCEOMTE &M YpOEEHE BES0NaCHOCTH.

® € 0 @

[lapameTppl DEe20NACHOCTH

MapaMeTpEl:

O Mpeanarate A
MHTEpHET MecTHan HagesHele  OrpaHuqet... (%) PaspewmTE W
WHTPaceEThb ikl bl .
P 4 4 @ SNeMeHTEl ActiveX H MOAYNH NOAKNHYEHHA
WHrepHer @ ABTOMaTHYECKHE 3aNPOckl 3NEMEHTOE YNPaBNeHHA ActiveX

O OTENHMHHTE
@ FazpewmTe
@ BeINONHATE CLEHAPHH 3NeMEHTOE AckivelX, NoMEYEHHER: Kak; B
O OTENHMHHTE
@ Mpeanarate
O FPazpelwmTE
SErpyska HeMoANHCaHHEL: INeMEHTOE Ackives —
O OTENHMHHTE

@ Mpeanarate
[ T T

ATa 30Ha CONepHUT BCE BEG-Y3NEI,
K.OTOPEIE BEl HE NOMECTHAM B APYrHE
S0HbI.

YpoEeHs BE30NACHOCTH ANA 3TOMN S0HEI

Npyroi

Monez0EaTENECKAA HACTPOMKA.
- UTofbl MEMEHHTE YPOBEHE SES0NACHOCTH, HAMXMMHTE

kHonky " Opyroit,
- 119 BOZEPATA K. PEKOMEHAOESHHOMY YDOEHK HERMMTE

£

kHomkY "Tlo yrondaHKmn', £ ¥
BOCCTAHOEHTE MPE#HHE NEpaMET Rk
[ Opyrois... ] [ Mo yronuaHuD ] Ha ypoeene: | (el V| [BDCCTEHDBHTb]
[ ok ] [ OtreHa ] oK l [ OTHERa l

PucyHok 2.1.1: HacTpoiika ypoBHs 6e3onacHocTu.
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2.1.1 OtobpakeHue

U Jrer s Wbt lnttnet T eyl S S
() voe NN it X P v
Iar 1: VYcranosure ‘Active-X Control i e DR e ey k- O 6 8

¥ T

and Plug-in’. Beeaute IP aapec cereBoi
BUICOKaMepsl W  Haxkmure [Enter],
II0CJIE YEro IIEIKHUTE JIEBOM KHOIKOM

MBbIIIHN Ha BCIUIBIBIICM OKHC.

# Dore @ heeret | Poreiod e Ot Y

PucyHok 2.1.2: CoBeTbl N0 ycTaHOBKe ActiveX.
Mlar 2:
Haxwmure [Run], 49ToObl yCTaHOBUTH

ActiveX Control.

¥ 2ene © Frena Perecss ede 0N P oNamn .

PucyHok 2.1.3: YctaHoBka ActiveX Control.

IIar 3: Beexure uMs IN0Jb30BATENS e — S e
“Username” (o yMOJYaHHIO: admin), e So= e o Ml

nmaponb  “Password” (mo  yMoJYaHHMIO:
12345) wu wuwomep mopra “Port”

(mo ymomuanuto:  8000), mocme dero IP Camera
Haxxmute [Login].

Dene @ emset| Protected Mode OF AT

PucyHok 2.1.4: UHTepodeiic aBTopusaumnm



CeteBas Buaeokamepa DS-2CD854FWD-E. PykoBoACTBO noJib3oBatesns.

Ilar 4: [Tocne ycremHoi aBTOPU3aLMHK TI0JIb30BATENhL MOXKET pocMaTpuBaTh Buaeo. Cm. Pucynok 2.1.5.

& Real Py do z
£ | http://172.6.59.209/dac/en/preview.asp

95 |+ | @ Real Preview

IP Camera

Preview

01—Z0 20168 Tug}@@

White Yellow Cyan Green

i o IV

1000
s00

Sves

fstiemtal Resfutoa m 19 s

€ Internet | Protected Mode: Off fa v ®105% ~

PucyHok 2.1.5: CTpaHuua oTobpaxkeHus.

MKOHKM CTpaHULbl OTOOpaXKeHun:

MoNHO3KPaHHbIN pexXnum oTobpaxkeHns
BbIx0Z, M3 NOSIHO3KPAHHOIO pexmMma

Hayano npocmoTtpa

OKoH4YaHWe npocmoTpa

CKonupoBaTb n3obpaxkeHue B bydep obmeHa
Hauano/OKoHuaHWe 3anucu

Lindposoe yBennyeHune

MapameTpbl BUAEO

0B MEO@EE

Uundposoe ysennueHume:
H_ICJ'IKHI/ITG JIEBOI KHOIIKOM MBIIIH B JIIOOOM MECTE I/1306pa)l<eHI/I$I u HCHOJ‘IB3y17[Te KOJIECMKO MbIIIW AJI peajin3alun (bYHKIII/II/I

MaciuitabupoBanus [npubnwkenue/otnanenue].
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MapameTtpbl BUAEO:

MKOHKa OnucaHue

Eﬂmmaam

ApkocTb [0+100]
KoHTpacTHocTtb [0+100]
HacbiweHHocTb [0+100]
OtreHok [0+100]
Ycunenue [0+100]
Bbiaeprkka [0+40000]

BoccTaHOBUTH NapameTpbl Mo YMOAYaHMUIO

PucyHok 2.1.6: MapameTpbl BUAEO.



CeTeBad Buaeokamepa DS-2CD854FWD-E. PykoBoACTBO nosib3oBaTens.

2.1.2 KoHdurypauma napameTpos

Haxxmute Configuration, uro6sr Boiita B uHTEpdeiic konpuryparmu mapamerpos [Parameters Configuration].

2.1.2.1 J/loKanbHaa KoOHPUrypauma

Configuration

(¥ Parameters configuration

B 8 Remote configuration

8 Basic information Stream type: Main stream -
+ Channel pa & 3
M Chicinil i Display mode: Full v

EX # Network paramete

8 Al arm parameters Package file size: 256M i
leploy t time o i
8 Deployment tim Transmission performance: Normal real-time and ﬂuency v

B User management

8 Remotely uperade ave r ile as: C:\OCXRecordFiles m
8 Defanilt . e o as: C:\OCXBMPCaptureFiles [ Preview]

8 Reboot device

PucyHok 2.1.8: JTokanbHaa KoHduUrypaums.

NoKkanbHasa KoH$Urypaums:

MapameTpbl OnucaHue

Tun npoToKona

TCP nan UCP
(Protocol Type)

Twun noToKa
OCHOBHOWM UM AONONAHUTE/IbHbIN NOTOK
(Stream Type)

Pexxnm oTobparkeHun
MNMonHo3sKpaHHbIN, 4:3, 16:9 nan NnoacTPoMKa Noa, pa3peLleHne sKkpaHa
(Display Mode)

Pasmep ¢aiina
128M6, 256M6, 512M6
(Package file size)

Mpon3BoAUTENBHOCTD Pexxumbl: MMHMManbHasA 3ageprkKa [shortest delay], xopoliee KauecTBo B peasibHOM
nepegauyu BpemeHu [good real-time], HopmasbHOe Ka4yecTBO B peasibHOM BpeMeHM
(Transmission performance) [normal real-time], 6ernbin [fluency] u 6ernbin+xopolee kayectso [good fluency].
CoxpaHuTtb $palin 3anmncK Kak...  KaTanor gna 3anucu no ymonyanuio: [C:\OCXRecordFiles] — pegaktupyeTca nonb3osartenem

(Save record file as)

CoXpaHWUTb Kagp Kak... KaTanor ana 3anucu n3obparkeHuii No ymondaHuto: [C:\OCXBMPCaptureFiles | —

(Save captured picture as) peAakTMpyeTca Nonb3oBaTenem



CeteBad Bugeokamepa DS-2CD864FWD-E. PykoBoacTBO nosib3oBaTtens

2.1.2.2 YpaneHHana KOHoUrypaumsa

OcHoBHaAa uHpopmauma:

B wunTtepdeiice macrpoek OcuoBHo# nHbpopmarmu [Basic Information] monp3oBatens mMoxer ycranoButh MMst ycTpoiicTa
[Device Name] u ero mmentudurarop [Device ID], a takke mpocmorpers mHbopMamnuio o6 IP kamepe, BKIFOYAOIIYIO
ommcanmne [Device Description], pacmosnosxkenue [Device Location], MAC aapec, Tun yerpoiictea [Device Type], cepuitnsrit
nomep [Device SN], Bepcuro I1O [Firmware Version], u sepcuto U-boot [U-boot Version].

Configuration

Device Name: IP CAMERA
B @ Remote configuration
Device ID:

(==

B9 Basic information

B! #8 Channel parameters
KX Network par

EY #88 Alarm parameters Device Location:

Device Description:

B Deployment time
B9 User mana;
9 Remotely upgrade Device Type:
@8 Default
8 Reboot device

MAC Address:

Device SH. :

Firmware Version:

U-Boot Ver

PucyHok 2.1.9: OcHoBHaA nHpopmayms.

MapameTpbl KaHana—> HacTpoiiku otobparkeHun

[Channel Parameters—> Display Setting]:

[lo »xermaHWIO BBl MOXETe BKIIOUYUTH oToOpaxkeHue Jlato/Bpemenu [Date&Time] u [ueit nemenn [Week] ycranoBkoii
(dmaxka. st BeIOOpa MOCTYIHBI pasHble (Gopmarsl oToOpakeHus Bpemenu. Ilapamerp OSD Status moskeT mpuUHUMATH
3HAYeHHWs ‘mpo3paunsiii muraromui’ [transparent & flickering], ‘mpospaunsrii Hemwurarommii’ [transparent & unflickering],
‘Hempo3pauHblit Muratomuii’ [nontransparent & flickering], wmu ‘Henpospaunblii HeMUTAOIIHIA’

[nontransparent & unflickering].

Configuration

Date format: KOXHXK M-D-Y -
Nontransparent & unflickering

PucyHok 2.1.10: HacTpoiku oTobparkeHus.



CeteBas Buaeokamepa DS-2CD854FWD-E. PykoBoACTBO noJib3oBatesns.

Mapametpbl KaHana—> Hactpoiiku eugeo [Channel Parameters—> Video Settings]:

Configuration

onfiguratio =
onfiguration Stresnl izpe: Main stream
B §8 Remote configuratio
9 Baszic information Resolution: UXGA
Channel parameters : .
B Channel paremeter Image Quality: Highest
¥ Display setting

Y Video setting Stream type: Constant BitRate

Y Motion detection Max Bitrate: Custom 3072 Kbps
Y Text Owerlay

B Fetwork parameters Multicast Address: 0.0.0.0

+ Alarm parameters
B rn i auates RTSP Port: 554
#8 Deployment time

pLoym
B User management
9 Remotely upgzrade
B9 Default

#8 Reboot device

PucyHok 2.1.11: HacTpoliku Bugeo.

MapameTpbl OnucaHue

Tun noToKa
Bbl6Op OCHOBHOrO MK AOMNOJIHUTE/NILHOIO NOTOKA
(Stream type)

PaspeweHne
Bbibop paspelueHus
(Resolution)

KauecTBo n3obpaxkeHus Bbicouaiiwee [Highest], Boicokoe [High], CpegHee [Medium], Huskoe [Low], Huke [Lower],
(Image Quality) Camoe Huskoe [Lowest].
Twun noToKa

Bbi6Op NOCTOAHHOrO UM NepeMeHHoro butpeiiTa
(Stream type)

MakcumanbHbIn 6UTpenT
Bbl6op cOBCTBEHHOIO 3HAYEHUA BUTPEliTa B COOTBETCTBUM C paspeLleHnem
(Max. Bitrate)

LLinpoKkoBeLLaTeNbHbIN
YcTaHOBKaA WMpOKoBeLwaTenbHoro agpeca. Agpec no ymondanuto: 0.0.0.0

aapec
(Multicast Address)
Mopt RTSP

YctaHoBKa RTSP nopTa. 3HayeHue no ymonyaHuto: 554
(RTSP Port)



CeteBad Bugeokamepa DS-2CD864FWD-E. PykoBoacTBO nNoab3osaTena _

MapameTpbl KaHana—> HacTpoKku aeTekuumn ABMMKeHns

[Channel Parameters—> Motion

Detection Setting]:

VYcranosute duraxok ormmu Enable motion

detection, 9ToGBI BKITIOYHTD 3Ty (YHKITHIO.

Hacrtpoiiku 3oHbl [Zone Settings]:
Haxvure xnomky Start draw, uToGBI
HApUCOBATh 30HY JCTEKIHH J(BHXKCHHUS
MyTeM [IeJYKa ¢ PACTSITHBAHUS 30HBI
Ha BHICON300pakeHUH.

[osp30BaTeNb MOXET 3a7aTh HECKOJIBKO
30H JETEKIWH ABWKCHHMS HA OIHOM U TOM
ke  uzoOpaxenun. Korga Bce 30HBI
YCTaHOBIICHBI, HAXKMHUTE KHOMIKY Stop draw,

YTOOBI 3aBCPIINTH Z[eﬁCTBPIC.

YyBCTBUTENBHOCTD:

YpoBenb YYBCTBHUTEIBHOCTH MOJKET
npuHuMath 3Hauenus 0, 1, 2, 3, 4 u 5.
Korma  ycranoBneno  3nauenume O,

YYBCTBUTCJIBHOCTH OTKJIFOYCHA.
Mpusa3ka:

Crioco0 npuBSI3KH IS TAHHOM
BUACOKAMEPBI MOXKET MPUHUMATh 3HAUYCHHUC
Email link

[IIpussska k snexkmponnoii noume.)

Configuration

04-20-2010 Tue 20:52:05

setting

Y Wotion detection

 Stop draw S - |

PucyHok 2.1.12: HacTpoliku 30Hbl AeTEKLUN ABUKEHUA.

Configuration

('Y Parameters configuration
8 Local configuration . X
il " Enable motion detection
B 8 Remote iguration
9 Basic information
B @8 Channel parameters
¥ Display setting B Email link Trigger alarm output
Y Video setting

Y Motion detection

B Alarm paramet
8 Deployment time
8 User mana;

9 Remotely upgrade
B Default
8 Reboot device

PucyHok 2.1.13: HacTpoiku MNpuBA3KK geTEeKLMU ABUKEHNUS.



CeteBad Bugeokamepa DS-2CD854FWD-E. PykoBoacTBo nonb3osartens.

MapameTpbl KaHana—> HacTpoOMKM HaNOMXKeHUA TeKCTa

[Channel Parameters—>Text Overlay Setting]:

Beegure cumBoimbl B mone  Text

. Configuration
Information u onpenenute moaoKeHUE
skpanHoro mMeHio (OSD) Ha u300paxeHH
myTeM BBoxa 3HaueHuit XPosition u e ; 04-20-2010 Tue 20:53:32

YPosition, Tmocie dero ycTaHOBHTE

B 8 Channel p:

¢maxok omuum OSD  Text. Ilocme ¥ Displa
.o Y vide ing IPcamera
Ha)XKaTUS KHONKH SaVe yCTaHOBJICHHBIN ) _
¥ Motion d tion
3aroJIOBOK OyIeT 0TOOpakeH Ha SKpaHe. ¥ Text Overlay
B 9 Network param
H B Alarm pe
[pumeuanue: B e

3nauenus XPosition u YPosition 8 User mans

COOTBCTCTBYIOT OTHOCUTCIIbBHOMY N E ; Camera 01

PacioJIOKCHUIO OT JIEBOT'O BEPXHETO yIjia
05D Text Text Information XPosition YPosition

HU300paKCHHUS.
IPcamera 200 200

PucyHok 2.1.14: HacTpoMKK HaNOKEHNA TEKCTA.
CeteBble napametpbi—> Hactpoiiku Cetn

[Network Parameters—> Network Setting]:

Ycranosure |P aapec, MacKy IIOACETH,
Configuration

[nro3 u cepep DNS ceteBoit kamepsl.

(Y Parameters configuration

IP Address: 172.6.59.209
B @8 Remote configuration
8 Basic information Subnet Mask: 255.255.255.0
B8 Channel parameters Gatewsy 0000

B 8 Network parameters

Y Network setting S Server: 0.0.0.0

Y PPPOE setting
¥ DDHS

Y E-mai
EX-@8 Alarm parameters

oyment time

B8 Remotely upgrade
B8 Default
8 Reboot device

PucyHok 2.1.15: HacTtpoiiku CeTw.



CeteBad Bugeokamepa DS-2CD864FWD-E. PykoBoacTBO nosib3oBaTtens

Cetesble napameTpbl—~> HacTpoiiku PPPoE

[Network Parameters—>PPPOE Setting]:

YcraHoBuTe (braxok OTIUH

Configur

Enable PPPOE, 4r0o0Bl BKIIOYHTH
JaHHYIO (QYHKIIHMIO.

Beeaure nms nons3zosarens PPPOE ! B Ersbie PRROE
U [apoib B TEKCTOBOM  OKHE S i (AREI cry m
1 HAXKMHUTE Save, 4ToObl 3aKOHYHUTH CIEnDeRD EnAnels FFPOE B
HaCTpOUKY. -
IMocne mepesarpy3ku kamepe Oyner

npucBoeH myonmuHsnii IP ampec.

B Deployment time
B8 Uzer man

B Default
iy

PucyHok 2.1.16: Hactpoliku PPPoE.

CeteBble napametpbi—> Hactpoitku DDNS

[Network Parameters—> DDNS Setting]:

VYcranoBute (1).]'[21)1(0[( OIIIHUH

Configuratio

Enable DDNS, YTOOBI BKJIFOYUTH

nJaaHyto ¢Qyskomio. Tun  mporokosa

P Frsble DDNS
MOYET MpHHUMATh 3HadeHuss DynDNS B gnatie oo

wiu IPServer.
1@ Charmel parameters
B Hetwork parameters

rk zetting

PucyHok 2.1.17: Hactpoiiku DDNS.



CeTeBad Buaeokamepa DS-2CD854FWD-E. PykoBoACTBO nosib3oBaTens.

Ilpy  WCMONB30BAaHWM  TPOTOKOJIA
DynDNS Heo0XxoauMo BBECTH aapec

cepeepa [Server Address], Hamp.,

f'Y Parameters configuration

members.dyndns.org. ITons User Name M Local confi
-8
u Password coOTBETCTBYIOT HMEHH B Easic infornation
MOJIH30BATENS u HapoJIo, B8 Channel par
. B8 Hetwor
3aperuCTpupOBaHHBIM Ha caute ¥ He atts
DynDNS. Ilome Device  Name ¥ PPPOE setti

Y DDNS setting
Y HTPsetting
¥ E-mailsetting
B Alarm par
8 Deployment t
i User man
9 Remotely upzrade
8 Default
8 Reboot device

COOTBETCTBYET JOMEHHOMY HWMCHH,

npuMeHUMoMy k caiity DynDNS.

Configuration

Enable DDNS
Protocol Type: DynDNS v
Server Address: members.dyndns.org

Port:

User Name:

Domain Name: test.dynlias.org

PucyHok 2.1.18: HacTpotikm DynDNS.

IIpu HCIIOJIB30BaHUU NIPOTOKOJIA
IPServer HeoO0X0mMMO BBECTH ajpec
cepsepa [Server Address] IPServer,

) Loc:

# Channel parameters
B8 Network parameters
Y Hetwork

¥ PPFOE setting

Y DDNS setting

Y HTPsetting

¥ E-mailsetting
B2 Alarm parameters

@8 Deployment time

B9 User management

9 Remotely upgzrade
B8 Defanlt
8 Reboot device

Configuration

Enable DDNS

IPServer

10.11.12.13

User Name:
vord:

Domain Name:

PucyHok 2.1.19: HacTpoiiku IPServer.



CeteBad Bugeokamepa DS-2CD864FWD-E. PykoBoacTBO nosib3oBaTtens

CeTeBble napameTpbl—>HacTpoitku NTP

[Network Parameters—> NTP Setting]:

YcraHoBuTe (hmaxxox OTIIIUH

Configuration

Enable NTP, 4T0GBI BKIIOYNTE TaHHYIO
¢yukumro. Beeaurte ampec  cepsepa
[Server Address] u mopr [Port] NTP. e W Enab1e wTe

i Server Address:
[Ipn ucnonb3oBaHUM ITYOIUYHON ceTH *

BBEJIUTE NTP Server  Address -
IUISL CepBHCAa CHHXPOHU3ALUH BPEMEHH,
Harmp., 210.72.145.44.

I[Ipu pabGore B wacTHOH ceTH 1A
YCTaHOBKH NTP cepaepa
Y CHHXPOHU3AIUU BPEMEHH MOXKET OBITH

HCIIOJIB30BAHO IpOrpaMMHOE

obecrieuennie NTP.
@ Feb dewvice

PucyHok 2.1.20: Hactpoliku NTP.
CeTeBble napameTpbl—> HacTpoKu 31eKTPOHHOM NOYTbI
[Network Parameters—> E-mail Setting]:

C HCIIOJIB30BAHUEM HACTPOCK
3J'ICI(TpOHHOI71 IIOYTBI COO6H.ICHI/IC

O TPEBOI'C MOKET OBITH OTIIPABJICHO

Ha yKasaHHBIM €-mail ampec npu igzat SHTP Server:
aKTHBALMM TPEBOXKHOTO  CHIHAJA. Wi SHTF Fort:
BBCI[I/ITe AMSI cepaepa SMTP, [ @8 Channel parameters lser Ha

B8 Fetwork parameters
SMTP mopt, w©Ms TOJB30BATEIH,

1apoJb, azipeca MOJTydaTess i Ling E-mail Sender:
1 OTIIPABUTEIS, TTOCIE YET0 HaKMHUTE e E-mail Re

KHOTIKY Save, droOBl 3aBEpUINTH

X Alarm parameters

B Deployment time

HAaCTpPOHKY.

PucyHok 2.1.21: Hactpoliku E-mail.



CeteBad Bugeokamepa DS-2CD854FWD-E. PykoBoacTBo nonb3osartens.

MapameTpbl TpeBorn = HacTpoiiku TpeBOXHOro BXoaa

[Alarm Parameters—> Alarm Input Setting]:

IP Camera

BLI6epI/ITe HOMCD W TUII TPEBOXHOIO BXOJa

[NO/NC (HopMasbHO OTKPBIT/HOPMAIBHO 3aKPHIT)].

Marm Input:
B kauectBe npuBsi3ku Bbl MoxkeTe yka3aTb OTIIPAaBKY

Relay =status:

coolmieHnst 1Mo BIeKTpoHHOM moute [Email link],

Linkage
AaKTUBAallUIO OJTHOT'O us3 TPEBOKHBIX BBIXOJJO0B Email link u

output [ Al arnOutPutl rmiutPut?

u tpurrep 3anucu [Trigger recording].

[Alarm Parameters—> Alarm Output Setting]:

3anep:kka Beixoga [Output  delay] coorBercTtByer
MPOMEXYTKY BPEMEHH, B TE€UYCHHE KOTOPOTO TPEBOXKHBII
CHUTHAJX OCTaéTCs aKTUBHBIM TIOCIEe cpabaThIBaHUS. . ) )

3amepxKa BpPEeMEHH MOXKET MPUHAMATH 3HAYCHUS Scek, : o . Dutput delay:

10cex, 30cex, 1 wmwmH, 2muH, SmuH, 10MHEH

win «OTkiroueHne Bpy4nyoo» [Manual].

PacnucaHue Tpesoru [Deployment time]

Pacniucanue TPEBOTU MOXET OBITH
YCTaHOBJIEHO Ha KOHKPETHBIH JIeHb HEAeNIn IP Camera
WIH Ha BCIO HENEN0, C BO3MOXHOCTHIO

HaCTPONKH HECKOJIbKUX MIEpHO/IOB i e
went el otion Uetection

AKTUBHOCTH B TCYCHUE JIHS. ;

Ilpumeuanue: Pacnucanue TpeBOTH CIIEyET
HacTpauBaTbh TOJBKO TIOCIHE HACTPOUKHU
JETeKIIUU JIBUXKEHUS, TPEBOXKHOIO BXOJa

" BbIXOJA.




CeteBad Bugeokamepa DS-2CD864FWD-E. PykoBoacTBO nNoab3osaTena _

YnpasneHue nonb3oBatenamm [User Management]:

Configuration

User Type IP Address Binding MAC Address Binding
Administrator 0.0.0.0 00:00:00:00:00:00

PucyHok 2.1.25: YnpaBsieHue nosib3oBaTenamm:

Do6asneHune nonb3osartens

[Add User]:

Haxxwmure kHomky Add, utoObl BoiTH B e _ _
ser ame P v 1
uHTepeiic HACTpOeK, MOKa3aHHBI Ha I VSRR | 00-00-00-00-00

Pucynke 2.1.26. Beenure uMs
User type: Viewer
nojp3oBares, mapoib, IP ampec, MAC

ajpec, TOCIE Yero BbIOCPUTE  THII

nonb3oBarenss. Haxmure OK, d9ro0mnI
3aBEPIINTh JOOABICHUE MOJIB30BATENS.

PucyHok 2.1.26: [lobaBneHne nonb3oBaTens:

MU3meHeHue nonb3oBarens
[Modify User]:
Haxxmute xuomky Modify, uto6er Boiitu

B MHTEp(eC  HACTPOEK,  IOKa3aHHBIN

wa Prcyne 2.1.27. Tlo xenanmio msvennte  IEREESEE resors: O
UMJ TIONIb30BaTenst, maponb,  |P agpec, IP Address:  |(WNUREAN] WAC Address: |(WNNNNNNNRNWRNNRNN]

MAC azpec, BbIOEpHTE THII ITOJIL30BATENS. e

Haxwmure OK, 4TOOBI 3aBEPIIUTH

HU3MCHCHHUEC I10JIb30BATCIIA.

Ilpumeuanue: B HacTpoiikax Mmoyib30BaTENsSA

admin MOKHO M3MEHUTH TOJBKO MAPOJIb.

PucyHok 2.1.27: U3meHeHne nonb3osaTens.



CeteBas Buaeokamepa DS-2CD854FWD-E. PykoBoACTBO noJib3oBatesns.

YpaneHHoe o6HOBNEeHMe

[Remote Upgrade]:
Haxxmure kHONIKY Browse, aro0sr

BEIOpaTe (Qaiim OOHOBIICHUS U

Ha)KMHTE Upgrade, YTOOBI
3aBEPILIUTH yIaJCHHOE e Update - Update
OOHOBIICHHE.

PucyHok 2.1.28: YaaneHHoe ob6HoBNEHME.
BoccTtaHOBUTL NapameTpbl N0 YMONYAHUIO

[Restore Default]:
Beibepure pexxum Full Mode wnum
Basic Mode, 4ToGbI BOCCTaHOBUTH o

napaMeTpsl 10 yMOJTYaHUIO.

Ipumeuanue: Pexum Full Mode
COOTBETCTBYET  BOCCTAHOBJICHHIO
Basic Mode
BCEX [I@paMETPOB HA YPOBCHb
3aBOJICKAX  YCTaHOBOK. PexuM
Basic Mode COOTBETCTBYET

BOCCTAHOBJICHHUIO BCEX

napameTrpoB, kpome IP aapeca,
PucyHok 2.1.29: BocctaHOBNAEHME NAapaMEeTPOB NO YMOAYAHMUIO.
MacKu MOJCETH, 10332 U MopTa

Ha YPOBCHb 3aBOJCKHNX YCTaHOBOK.

Mepesanyck ycTpoiicTBa
[Reboot Device]:

Haxxmute OK, 9T0OHI MIepe3amyCcTuTh

CEeTEBYIO BHJICOKaMepy.

PucyHok 2.1.30: MepesanycK ycTpoicTaa.



CeteBad Bugeokamepa DS-2CD864FWD-E. PykoBoacTBO nosib3oBaTtens

2.1.2.3 lononHuTenbHana KoHPUrypaums @ New Tab - Windows Internet Explorer

1: Beeaute IP angpec cereBoil kKamepbl U CIIOBO ) et 2] ://192.0.0.64/co
“config”. (Hammpumep, http://192.0.0.64/config)

.7 Favorites € New Tab

2: BBenure mMmsa nonb3oBatens B moie “Username”
(o ymourqanwmio: admin), maposs B moie ‘“Password”
(mo ymomuanmio: 12345) u HOMep mopTa B IOJIE
“Port” (mo ymomuanuto: 8000), mocie 4ero HaKMUTE

[Login].

3: TosBuTcs OKHO  yHAIEHHOH  HACTPOHKH
“Remote config”, B  KOTOpOM  MpPUCYTCTBYIOT
JIOTIOJTHUTENNbHBIE HACTPOWKH, TakHe Kak 3aIlich

o pacrucanuto, Hactpoitku HDD u np.



http://192.0.0.64/config

CeteBad Bugeokamepa DS-2CD854FWD-E. PykoBoacTBo nonb3osartens.

2.1.2.4 Pa6oTa c KapTamun NamaTu

JlaHHas Kamepa MOJAEPKHUBAET 3aIMCh BUAEO HA KapTy MaMsTH.
Ilepen Hawamom 3amucu HEOOXOOUMO  OT(GOPMATHPOBATH
YCTpOMCTBO XpaHeHus. [laHHOE AeiicTBHE MPOU3BOIUTCS B MEHIO

yAaJIEHHONW HACTPONKHU NIapaMeTPOB.

Mopockaska

\?r) Bkl #0TMTE OTHOPMATHROBSTE 0TOApaHHEIR HDD?

| 5]+ | [ OTMEHA

POpMaTHpORaHKUE HDD cTaTye:

HDD 01 is formatting. ..

YaaneHHaA HacTpoWKa napameTpoB

= 29 MapameTpel yeTpoAcTea
;P VCTROHCTED MHOOpMAL
J# Bepcua nHpOpMaumA

= [E7 Napamertpel kaHana

& Napametpul gucnnea

& Napamerpbl BUAED

7 Pacnucanne 3anucu

;P QFHAPYKEHHA JELKEH

4 Norepe engeo

;P Bupeo @anecuhurkaumn

/7 Bupeo macka

4 TekcT opepneinoi
£ CeTeptle napameTpel

4 Hactpolikn cetd

S Hactpoika PRPOE

4 Hactpoika DDNS

& NTP HacTpoikn

;P YucTeie Ouckoeee MNag

& NapameTpel INeETROHI
[E9 MocnenoeatentsHe nopt
[E9 MapameTpel cirHana
[ Mckniowende MapameTpel
£ ¥npaeneHue yaeTHOR 2any
[E] HOD Konijuny E
[E9 OfHoeneHue AucTaHumoH

*

+

< >

HOD Ho_ | HOD Capacity (| HOD Fres Spac_ | HOD Grar_ |

Popmatupoeadie HOD cTatve:

AKTHEHEA

COMpAHMTE OTMEHD

[ocne okoHYaHUs nporiecca, Ha SKpaH OyZeT BBIBEICHO co00IIeHHe 00 ycrnentHoM (OpMaTHPOBAHUH JIUCKa (KapThl TAMSITH).

Haxxmute Ha kHomky OK. Ilocie 3TOro BbI CMOXeETe MPOM3BOIUTH 3alMCh
Mopckaska

BUJIEO C KaMephl Ha KapTy MaMsITH.

Hpumeuanue: Crmcok NOAACPIKUBACMBIX KapT MaMsATU Bb1 MmoxkeTe HailTH Ha

caifre xommaunun HIKVISION mo agpecy:

http://www.hikvision.com/En/support more.asp?id=3

\E() TopmatipoeaHue HOD yonexa



http://www.hikvision.com/En/support_more.asp?id=3

CereBas Buaeokamepa DS-2CD864FWD-E. PykoBoAcTBO No/ib3oBatesis

2.2 locTyn € Ucnoanb3oBaHMEM KJIMEHTCKOro NporpamMmmHoOro

obecneyeHuA

2.2.1 YcTaHOBKA K/IMEHTCKOro nporpamMmmHoro obecneueHus

Iar 1: iVMS-4000(v2.0) @
3amycrure mporpammy ycranoBkd 1VMS-4000(v2.0).

IosBuTca pmanorosoe okHo ‘Preparing Setup’,

Welcome to the InstallShield Wizard for
i¥MS-4000(v2.0)

nokasanHoe Ha Pucynke 2.6 The InstallShield ‘w/izard willinstall M/MS-4000(v2.0) on

your computer. To continue, click Next.

[ Next > ][ Cancel ]

PucyHok 2.6: YctaHoBKa KameHTckoro MO0.

Iar 2: iVMS-4000(v2.0)

BBegure wmMs moip3oBaTeNs M Ha3BaHHE KOMITAHHH, Customer Information

Please enter your information.
mociie vyero Haxkmure Next.

Please enter your name and the name of the company for which you work.

User Name:

[hik \

Company Name:

i |

[ < Back ][ Next > ][ Cancel ]

PucyHok 2.7: UHdopmaLma o nonb3osaTtene.



CeteBasn Buaeokamepa DS-2CD854FWD-E. PykoBoACTBO NnoJib3oBaTesns.

Iar 3:
Bribepure nanky HasHadeHus M HaxmuTe Next, 9ToObr

MIEPEHTH K CIIEAYIOMEMY Iary.

Iar 4:

Hasxxmute Install, ato6s1 Hayats ycTaHOBKY.

Iar 5:

Haxxmute Finish, 4To6bl 3aKkpbITh qHaOroBOE OKHO.

iVMS-4000(v2.0)

Choose Destination Location
Select folder where setup will install files.

[ Install WMS-4000(v2.0) to:

' C:\Program Files\iMS-4000(v2.0)

[ < Back ][ Next > ][ Cancel ]

PucyHok 2.8

iVMS-4000(v2.0)

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

|f you want ta review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

[ < Back ][ Install ][ Cancel ]

PucyHoK 2.9: YcTaHoBKa.

iVMS-4000(v2.0)

InstallShield Wizard Complete

The InstallShield \Wizard has successfully installed
MS-4000(v2.0). Click Finish to exit the wizard.

Run the applicatiors

Back

PucyHok 2.10: loToso.

ITocne ycranoBku ximeHTcKOTo 110 BBI CMOXKeTe HAWTH SIPIIBIK TporpaMMsbl B MeHIo ITyck ->Bce mporpammer

[Start-> Programs] Baruero IT1K.



CeteBad Bugeokamepa DS-2CD864FWD-E. PykoBoacTBO nNoab3osaTena

2.2.2 OtobparkeHue

Iocne ycranoBku kmuentckoro I10 iVMS-4000(v2.0) wa paGouem crojie Bamiero kommbproTepa MOSBUTCS SIPIIBIK

“IVMS - 4000(v2.0)”. JIBaxxmpl MIENKHUTE MBIIIKOH 11O sIpibIKy “1VMS-4000(v2.0)”, 4T00BI 3aIyCTUTh IPOTPAMMY .

Iar 1: PerncTpauna agMHUHICTpaTOpa

IIpu IIEPBOM 3aIycke MIPOrpamMMBbI HEo0X0ANMO

. —B3aperdCcTPHPYHTE 3AMHHHETpaTopal
3aperucCTprupoOBaTh MOJIB30BATEIIA, HAIIP. admln.

Beeaurte umst nonb3oBaresisi B nojie “Tlonp3oBaTesns”, mapoib B Monkz0EaTENA: ||

nosne “Ilapoins”, moBTop mapons B moune “TloaTBepkacHne”, 3aTeM Maponk: |

Haxkmute OK, mocnme dero MoHO OyaeT BOWTH B MpPOTpaMMy B T e |

]34 QOTMEHA

PucyHok 2.11: Pernctpauma agmmHucTpaTopa.

Bxoa nmoJsib3oBaTed:
XOX HOL30BATEIH Bxofg nonk3oBaTens

Beeaure nms nons3zoarens B nojie “Ilonb3oBarens”, maposb B

B KaUE€CTBE aJJMUHHUCTPATOPA.

none “Ilapons”, u Haxkmute LOGIN, uTo6bI OTKPHITH rpaduueckuit . _
«» Monezoeatens: |adm|n j

uHTepQeiic NporpaMmsl.

| NMapone: |

[ AETOMATHYECEMA ExOM

HSI‘u‘IEHHTbl [ Bxon l [ Brlxon

PucyHok 2.12: Bxog nonb3osartens.

iVMS-4000 T

HypHan Hactpoikn MomoLLs: TNorH none3oeatena:admin.

® zone 1

PucyHok 2.13: I'padpuuecknin nutepdeitc nporpammHoro obecneverHms iVMS-4000.



CeteBad Bugeokamepa DS-2CD854FWD-E. PykoBoacTBo nonb3osartens.

Iar 2:

iVMS-4000

HewsnTe gaR KHom

MomolL:

Mo kamepan Mo rpynnas

seenery  Kapra HypHan

HacTpomk

Y PRI 1A JOT3RNEHIR H08S, MERHA, YETORETE

Haxmure xHOMKY Hacmpoiiku, dYTOOBI BOWTH

o
B PEXHM KOH(HUTypamny, OcIie 4ero BEIOepHuTe

Ynpaenenue ycmpoticmeom.

TloKBimsHhiE HECTPORKM
e

Caoicraa asnuot

T Tpesora

'y

il

"

Ilar 3:

lenkHuTe MpaBoil KHONKOM MBILIH B JIEBOI 001acTh 1
BBIOEpUTE MyHKT JJ00asumo 30HY.

Beegute «Mst 30HEI», Tocie yero HaxMmute OK, 4TOObI

JO0OABHUTH 30HY.

PucyHok 2.14: YnpaBaeHue ycTponcTsamu.

A00EEMTE Z0HY

A0AaEMTE CEPEED NOTOKA AaHHEL:

AoBaEHTE YCTPOHCTED

SECNOPTHROEATE dainkel KoHDMYPALHK BCex YCTRORCTE

MMAOpTHPOESTE faANel KoHbHrYPaLKH BO BCE YCTPOHCTES

¥aanMTe

MHfopmayma zoHe

11MA Z0HEI |z|:|ne 1|

M A ERpXHER Z0HEI |

0] 4 ] [ OTMEHS

PucyHok 2.15: 1o6aBUTb 30HY.



CeteBad Bugeokamepa DS-2CD864FWD-E. PykoBoacTBO nNoab3osaTena

Mlar 4:

[llenkHuTe MpaBol KHOMKOW MBIIIM Ha
UMEHHU 30HBI, KOTOPYIO BBl TONBKO 4TO
T00aBMIIN M HAXKMHTE

Jlobasums ycmpoiicmeo, 4TOOBI

JI00ABHUTH CETEBYIO KaMepy.

Beeaure «HasBanue» ycTpoiicTa.

Bribepure «Hopmanereni IP» u3 cmmcka
Pexxcum. Beemure IP  ampec  cereBoit
Buzeokamepsl B moje «IP  ycrpoiicTBay,
Hanp., 192.0.0.64, «Ilopt»: 8000, «ms
[Mone3oBarensy: admin, «[lapoas»: 12345,
Haxwmure OK, YTOOBI 3aBEPLIUTH

HaCTpPOHKY.

iVMS-4000

HEeHWe oCrpo3Be ekl KapTa

HEsKMMTE MPAEYKD KHOMKY MEILIA ANA B0 BABNEHHA 30HE), MEAHE, YETROACTE

oL,

AoBaEHTE 30HY

A0AEEMTE CEpEED NOTOKA AaHHEX

| A0B3EHMTE YCTPORCTED

AKCNOPTHPOEATE haknkl KoHbHrYRaLKH Brex Yo TROHCTE

MMNOpTHPOEATE hankl KoHBHrYPaLKK Bo BCE YCTPORCTES

Y¥aanmTe

No6aBUTL YCTPONCTBO

— HHBOpMALKA 0 yoTpoHoTEE
HazeaHue | IP cam 1 FPEXHM |H0pru'|aanb|F| IP j
IP yeTROACTES | 192 . 0 . 0 . 64 MopT |8E|DD
Monkz0eaTens |admin Maponk |*‘*‘***
KaHan Ne |1| Anpec |
DNS-Anpec | TTpMHANEXHT |znne1
CEPHAHLIA N2 |

|

PucyHok 2.16: lo6aBUTb yCTPOICTBO.

Momoue

Mo xamepam 1

- o E

+ @ IPram1

f1OKBNEHbIE HASTPORKH

@

CeORCTEA 3AMMCH

v

fluHK ThEBOTU

8

Yripae. nonescsaTensm

Beepx

il

Bruz

PucyHok 2.17: [lobaBneHne Kamepbl 3aBepLUEHO.



CeTeBad Buaeokamepa DS-2CD854FWD-E. PykoBoACTBO nosib3oBaTens.

Mlar 5: Haxxmute Ha KHONIKY Omo6bpadicenue, TIOCIIE Y€ro IBaX bl KINKHUTE HA UMCHH yCTPOICTBA B IEPEBE CIIEBa, YTOOBI
MIPOCMOTPETh BHIACON300paKeHHE.

4000

Crnmcok
- @ zonet
SR - 2P cam 1

< 01-01-2010 Fri 11: 55: 19
Kanan 01

PucyHok 2.18: OTobparkeHue [npeanpocmoTp].




CeteBad Bugeokamepa DS-2CD864FWD-E. PykoBoacTBO nosib3oBaTtens

2.2.3 Tpesora

C ucnonpzosanuem [10 iIVMS-4000 Ber MoskeTe HACTPOUTD aKTHBAIMIO TPEBOTH MIPHU MOSBICHUH PA3INYHBIX COOBITHIA.

HacT A K Hhpae. YCTpoRCTEOM

Bribepute » lllénxHUTE MpaBOil KHONKOM MBIMIM Ha YCTpOMCTBE U

BbIOepuTe «HacTpoitkm»

YaaneHHaA HacTpoWKa NapamMeTpoB
P/ CTHORCTED MHIOPMA

g}-"' BepcHA MHDopmMaUKUa
—-[E2 MapameTpel KaHana HazeaHWe |Emhedded MHet DWVERE
JF Mapametpel gMcnnea
S MapameTpel egeo
J Pacnncanme zanucu Januce FaMEHHTE |.D.a j
g}"' QAHaMHEHWA OBEHHEH
i}"" MoTepk EMaen BEAKYMTE BMOED |Disah|e j
i E:EEE ::ZE:;”W“”'” BrnwuMTE scale?: |Disah|e j
--[E9 CeTeERIE NApAMETRE THN YCTROHCTES: | DETE:_MW_8
S HacTpoiku cetn
S HacTpoika PPPOE
J# Hactpolikn DDNS KonmuecTen HOD: | 0O
J# MTP HactpoRku
SF YcTeie Ouckoesle Mag Curvan Beegure | 4
S MapameTpel anekTpOHI
+-[E3 MocnedoeaTeneHBR NORT
+-[E7 MapameTpel CHIHana YETRONACTED Me: |D5-TED4NI-5D52EI1 007 23BEWRE 4011468
E1 MeckmoveHde MNapametpel
1 YnpaeneHwe yJeTHOR 3ank
1 HDOD KoHpHrypauma
£ OAHOENEeHKE JUCTAHLUMOH

YeTpoficTen Me: | 255

KonuuecTeo kananos: |0

CHWrHan Pesynetat | 1

[0 yMonYaHKI l [ MNepezarpyzka COXAHKTE ] [ CTMEHA




CeteBas Buaeokamepa DS-2CD854FWD-E. PykoBoACTBO No/ib30BaTeNA.

2.2.3.1 3anucb no Tpesore

[E3 NapameTpsl cirHana

[ar 1: Beibepure myHKT »

EYOMNEHMED -

--§?|I'Iapamemb| EX0HOM cnrHanal

Olar 2: BeiGepure tHm TpeBokHOro Bxoxa [Curmam craryc]:

Hopwmansro otkpsir [HET], Hopmansro 3akpsrr [NC].

Llar 3: ITocraBbTe duaxox Mt onuu «CHrHAI PYYKH», YTOOBI

AKTUBUPOBATH YCTAHOBKY IapaMETPOB.

HacTpoMku

HacTpoMkn

IIar 4: YcrtaHoBuTe pacnucaHue aKTUBHOCTH TPEBOXKHOTO BXOJA. YikpenneHwii Bpems

Haxxmute kHOTKY «Hactpoiiku» B MeHIO «YKperuieHuit Bpemsy.
Brl MokeTe BHIOpaTh JEHb HEIENN, HACTPOUTH A0 8 HWHTCPBAIOB
BPEMEHHU JUIS KaXKIOTO THS M CKOIMPOBATh HACTPOHKH JUISA OPYTUX

JTHEH WJIM Ha BCIO HEJCITIO.

Hpumeuanue: BpeMH OOHOT'0 MHTECPBAJIa HE JOJIKHO IEPECCKATHCA

CO BPEMEHEM IPYTrHUX.

o =] = fe=ffo =
o=l 0= 0=
JOS =~ | R
JOS =~ R
L= =5 L=
o=l o= o=
&5 0&5 o=
JO | R




CeteBas Buaeokamepa DS-2CD864FWD-E. PykoBoACTBO No/ib30BaTeNA

Iar 5: YcranoBuTe NpuBs3KY CpadaThIBaHUS TPEBOXKHOTO BXO/A.

Haxxmute xkaHOTIKY «HacTpoikim» B MeHIO «CBSI3bY.

O Brixaguai kaH...

(oners |




CeteBas Buaeokamepa DS-2CD854FWD-E. PykoBoACTBO No/ib30BaTeNA.

2.2.3.2 MoTtepAa BUAEOCUTHANA.

Eﬁ MapameTpel EaHana »

[ar 1: Beibepure myHKT

& Toreps sugen

[Iar 2: TToctaBbTe (uaskok ais onmuu «3a0putu Brirtounts Bugeoy,

YTOOBI aKTHBUPOBATH YCTAHOBKY ITAPAMETPOB.

HacTpoRku

HacTpoiku

Iar 3: YcTaHoBHUT! TIHCaHue aKTUBHOCTU (DYHKIIMU TTOTEPU
ar 3: Y CTaHOBHTE pacmHcanue a OCTH (yHKIL otep YkpenneHun Bpems

CUrHala.

Haxwure kHonky «HacTpoiikm» B MeHIO «Y KkpenneHuil BpeMs».
Bbl Moxere BBIOpaTh IE€Hb HEOENH, HACTPOUTH IO 8 HWHTEPBAIOB
BPEMEHHU Ul KaKJOro JHS U CKONHMPOBATh HACTPOMKHU Ul APYTUX

JHEH MU Ha BCIO HENEIIO.

Hpumetumue: BpeMH OOHOT'O MHTCPBAJIa HE JOJIKHO IEPECCKATHCA

CO BPEMEHEM [PYTHX.

(e N N,
(e R R
(e N R

[ar 4: YcTaHoBUTE NPUBSA3KY TPEBOTH I IOTEpU
BUJIEOCUTHAA.

Haxxmure xkHOTIKY «HacTpolikn» B MeHIO «CBSI3b».

(omee




CereBas Buaeokamepa DS-2CD864FWD-E. PykoBoAcTBO No/ib3oBatesis

233 38101 06308 KAMEPS! Busovemeromaws
Ellil MapameTpel EaHana N
: g Homep kaHana IW

[ar 1: Beibepure myHKT

b‘? Buaeo TanecHfiMEaLWA

I# Enahle Video Tampering

[lar 2: TToctaBbTe daaxok s omuu «Enable Video Tampering», TR e

CBnacTe HAbopa, YYECTEMTENLHOCTE

YTOOBI AKTHBUPOBATH YCTAHOBKY ITAPAMETPOB. i Taros 1 CGe

HacTpoiku

~ WKpennedvi Bpema

CHIHANEHOE YRENYTHROBAHME CIMCES,
max 4 NepUOaa BREMEHK E OEHE.
HacTporku

- CeAzb

MNapamMeTpel HACTRORKM CEAZAHHOA
CUTHAMBHOW NPOSYKLHM.
HacTpoiku

Iar 3: YcTanoBUTE 30HY peakK Ha 3aCJIOH U YYBCTBUTEIbHOCTb. -
wanb HacTponku

UyBCTBUTEIBHOCTH MOXKET OBITh 33/]aHA HA OJHOM K3 TPEX YPOBHEH: 04-26-2011 Tha 15:39:31
Huzkas, Cpenusis u Beicokast.

Brxumounte ommuro «Hauano Drawy u 3amaiite 30Hy, HCIIOTB3YS MBIIIh.

Camera 01

v Hayano Draw OUNCTUTE BCE

Sensitivety:

Huzko CpeaHe BbicokM

oK ] I OTMeHa




CeteBas Buaeokamepa DS-2CD854FWD-E. PykoBoACTBO No/ib30BaTeNA.

[ar 4: YcraHoBuTe pacnucaHie akTUBHOCTH (QYHKIIMHU 3aCIOHA

YKpenneHua Bpemsa

o030pa.

Haxwure xHonky «HacTtpoiikm» B MeHI0 «YkpeneHuit Bpemsy.
Bbl Moxere BBIOpaTh I€Hb HENENH, HACTPOUTH O § WHTEPBAJIOB
BPEMEHHU I KaXXJOro JHS U CKONHUPOBaTb HACTPOMKHU Ui APYTUX

JIHEH WK Ha BCIO HEACIIO.

Ilpumeuanue: BpeMs omHOTO HHTEPBAJIA HE JOJDKHO MEPECEKATHCS

CO BPEMEHEM IPYTHX.

o b o o o o
o b o o o o [
ot o o o o L o B
o b o o o e [

Iar 5: YcTanoBuTe NpUBSA3KY TPEBOTH Ul IOTEPU
BHJIEOCUTHAA.

Haxxmute kHOTIKY «Hactpoiiku» B MeHIO «CBS3bY.

Comere |




CeteBas Buaeokamepa DS-2CD864FWD-E. PykoBoACTBO No/ib30BaTeNA

2.2.3.4 UcKknioyeHums.

HapaMeTpLI HCKJIIOUCHUI npeaHasHauYCHbI JJId YIPAaBJICHUSA TaKUMU C061>ITI/I$[MI/I, KakK NeperioJHECHUEC SD KapThl, onrnoKa

SD kapThl, OTCYTCTBHE CETEBOT0 coeanHeHus!, kouukt IP ampecos.

BLI60p TUIA UCKIIIOUCHHSA U pCaKIIMM Ha HECTO.

&2 MckniodeHdye MNapameTpsl

Bribepure myHKT , 4TOOBI BOMTH B

uHTepdeiic KOHPUryparuu.




CeteBas Buaeokamepa DS-2CD854FWD-E. PykoBoACTBO noJib3oBatesns.

Fnasa 3 YpaneHHbl foOCTyN K ceTeBOM BUAEOKamepe yepes

MHTEpHeT

3.1 JocTyn K ceTeBOM Kamepe, umerowiei ctatuueckui IP

Ipu Hammumu cratuueckoro |P, Beimannoro mposaiinepom (ISP), otkpoiite HekoTopsie mopThl (Hamp., moptel 80 u 8000)
B Bamewm poytepe. B Takom cirydae moip30BaTeNb CMOXKET MOJIYYUTh JOCTYH K CETEBOW KaMepe ¢ HCIIOIb30BaHHEM Opaysepa
wm kiuerTrckoro 110 gepes MutepHer. [ns pasHbIX Mopeleld poOyTepoB CHOCOOBI OpTaHHW3alWU TIOPTOB Pa3IIMYHBI.
Jitst oy IeHus AeTanbHON HH(POPMAIINH, CBSDKUTECH C IIPOU3BOAUTEIEM POyTepa HIlH oceTute cailt Www.portforward.com.
IIpumeuanue: llogpodHo o kapte noptoB cM. [Ipunokenue 2.

CyHleCTByeT BO3MOXXHOCTbB IMPAMOI'0 MOAKITIOYCHUA CeTeBOu KaMEphbl K CETH UHTCPHET 0e3 MCIOIL30BaHUS poyTepa.

CeTeBoM N2 Cetesoint ™ hY CeTeBoM
_— — 2> — -( MHTepHET)— —
O kabenb kabenb \\d\d kabenob ’

CeTeBaA eMaeoKamepa PoyTtep co KomnbroTep
CTaTUdeckum IP

PucyHok 3.1: [locTyn K ceTeBOM Kamepe C UCM0/b30BaHMEM poyTepa CO cTaTudeckum IP.

\

CeTeBoM f CeTeso#

_ - k WUHTepHeT 4 -
kabenb L kabenb
R W ]

CeTeBan BMaeoKamepa co KomnbioTep
cTaTuyeckum IP

PucyHok 3.4.1: [locTyn K ceTeBOM Kamepe Co cTaTudecknm IP Hanpsmyto
(6e3 ncnonb3oBaHMA AOMNOJHUTENBHOTO ceTeBOro ob6opyaoBaHuUs).
[pu ucnonszoBannu KireHTCKOro [10 B KONOHKE N0OaBIIeHNs yCTPOHCTB BBIOepuTe Moaens «Hopmanbaserit |Py, mocne wero

3arosHUTe HHPOpMaruio oo IP.



CeteBas Buaeokamepa DS-2CD864FWD-E. PykoBoACTBO No/ib30BaTeNA

Oo6aBUTL YCTPOMCTED

HopmankeHe# 1P

YLTROMCTES B CETH CTMEHA

PucyHok 3.4.2: Bbibop HopmanbHOro pexunma.




CeteBad Bugeokamepa DS-2CD854FWD-E. PykoBoacTBo nonb3osartens.

3.2 JocTyn K ceTeBOM Kamepe, umerowien aguHamuyeckui IP

i f ) o -
CeTeBoM ( \ CeTeBoM

i - -{ WHTepHeT ) =
\ " rabenob
rabenb ~_ /

CeTeBOM

|

|
.1
~

@

CeTeBan eMageoxkamepa

kabenb

Mogem HomnbioTep

PucyHok 3.4.3: [locTyn K ceTeBoM Kamepe C ucnonb3oBaHnem PPPoE noaKkntoyeHums.

JlanHas kamepa mMOIJCPKUBACT (YHKIMIO aBTOMATHUYCCKOTO TOAKIIOYCHUS C HCIOJb30oBaHUEeM TexHonorun PPPOE,
MOJKJTFOYAIONIYI0 BHJCOKaMEpy K MOJEMY, BBINOJHSIONMEMY coequHeHue ¢ cetbto ADSL s monydeHus myOIMYHOTO
IP agpeca; [lns Hauama, MCmoOJb3ys JIOKANBHBIA JOCTYN K ceTeBOil kamepe, BoiOepute myHKT «Hactpoiikm» [“Configure™],
MIETIKHUTE IPAaBOW KHOMKOH MEIMN II0 MMEHH YCTPOHCTBA W BBIOCpUTE IYHKT «YHaJCHHAs HACTPOIKa IMapaMeTpOB»
[“Remote Configuration], mocie gero Beibepute “PPPOE Settings” B nepese “Network Parameters”, 4ro0bl 3aI0JHATS TIOIS C
UMEHeM MoJb30Batens U naponeMm it PPPOE (mapons HeoOxomamMo BBecTH ABaXKABI IS MOATBepKAeHUs). [lepesamycTure
CEeTEeBYIO BHJCOKaMepy I0CcjIe OKOHYaHus HacTpoiiku. CeTeBasi kamepa noiydut nyomuunelii IP aapec ot mposaiinepa (ISP).
Opnnako monydeHHbldd IP ampec nuHamudecku HasHawaercs cpeactBamu PPPOE, mostomy IP Bcerma msmensercs mocne

nepe3arpy3Ku MojaeMa.

[
-

iVMS-4000

JormH nonezoeatena admin

Kapta HacTpoviki Momous

e OCIpOM3Be OeHy

HapkMMTE NPABYI0 KHOMKY MEIWK ANA SOBRENEHNA 30HE|, MEIUa, YCTPOACTES

=@ zonet

+ &3 P cam1

Mo kamepam Mo rpynnam

dnpag. YcTpoHcTEaH

.22

NoKankHEE HECTPORKK

YnaneHHan HacTPOWKa NapameTpoB

e e e | &
& vetpoiictso undopmal CEORCTEA 3ANUCH
;‘/ BepcHa MHbopMaLKa
= [E9 NapameTpel kaHana

& Napamerpel gucnned
& Napametpe engeo
/ Pacnucanmne zanuck
& OBHapyreHna gemkeH

v Brniounte PPPOE ‘]

DDNE IP:

TUHK TpEBOTH

WA nonboeaTens
Mapone
Confirm Mew

& Notept suaeo
& Bupeo danbcuturikaum
 Buago macka
¥ Teker opepneitHoi
- [E) CeTeesle napameTpel
J Hactnoikn cetn
¥ Hactpoika PPPOE
& Hactnofkn DDNE
& WTP Hactpolid
& HueTeie Auckoeeie Mag
& Napamerpel anekTpoH|
[E3 MocneoeatentHell NopT,
59 Napamerpel cuiHana
59 Mekniouenve NapameTpel
[E9 YnpasneHHe yeTHoR 3an
(3 BaHkomat Caenka Napam
[E2 HDD KoHpurypauua
[ OBHOBNEHWE AMCTAHUMOH,

Ynpae. None30BaTENAM|

=

&

< >

Mo ymondanmio | | Mepesarpyzka COXpRHNTE OTMeHa

PucyHok 3.4.4: lnanorosoe oKHO KOHdUrypaumm PPPOE.
Hcnons30BaHUEe CETEBOM BHICOKAMEPHI C AUHAMUYecKUM |P mpemnonaraer u3MeHEHHE HACTPOEK MPH KaXXIOM BKIIIOUEHHH
YCTPOMCTBA, MO3TOMY MBI PEKOMEH/YEM 3apETMCTPUPOBATLCS B CEPBUCE, IPEIOCTABISIONIEM DEIIEHHE JaHHOM MPOOIEMBI
[Dynamic DNS service provider]. (Hanp., DynDns.com) CyiectByer jaBa criocoba paspeineHus KOH(GJIUKTOB JOMEHHOTO

umenu: normal domain name resolution u private domain name resolution.



CeteBad Bugeokamepa DS-2CD864FWD-E. PykoBoacTBO nosib3oBaTtens

1. Normal Domain Name Resolution

Cepeep pa3pelueHun
KOH(AMKTOB AOMEHHbDIX UMEH

U

=N
KapTta lNopTtoe
" TP e .
CeTeBo# oIz Ceteson ", Cetesoii /
: — & —_ =(_ WHTepHer )— —_ |
' kabenb kabenb \\,\ I rabenb !
o —

b HomnbroTep
CeTeBaA euaeoKamepa Poyrepc
AMHaAMUYeCcKum IP

PucyHok 3.4.5: Normal Domain Name Resolution.

VYcraHOBUTE B HACTpOMKax JOMEHHOE WM, IHOJyYeHHOE OT IMpoBaifjepa, Mocie 4ero nomnpoOyHTe MOJYyYUTh AOCTYN K
BUJICOKaMepe C HCIOJIb30BAHMEM 3TOrO JIOMEHHOTO MMEHH. Ecnm kaMmepa mojkmrodaercss K MHTEPHETY C HCIIOJIb30BaHHEM
poyTepa, He0OX0IMMO HAaCTPOUTH MOPTHI poyTepa. [loapobHee cum. [Ipunoxenue 2.

Benure nomennoe uMs B kiameHTCKoM [1O mmm Opaysepe |E, uToOBI MOMy4YnTh JOCTYN K CETEBBIM BHAcOKaMmepam. Hmxe

MPUBEJICH NpUMep HacTpoiiku kineHTckoro I10.

iVMS-4000

Momolls ToruH non

HacTpoiki
HaskM1TE NPAEYID KHOMKY MEIWK ANA B0GABNEHAA 20HE], MEOWE, YCTROHCTES

- @ zone 1

+6@ |Pcam 1

Mo kamepam Mo rpynnam

NiakaneHele HACTOFAKK

CeofcTea zanvcu

[ ramoin | 11N
HazeaHne W Pexut ’W Ynpas. nonLaoEATEAAM
Mma gomeHa ’W MopT ’Eﬂﬂﬂi
Monezoeatens ’W Mapone ’”*”17
by 16| e [re—
DNE-Anpet MprHagnes T ’Zﬂnﬂi
Cepuitreni e |

YCTRONCTEA B CETH OTMeHa

PucyHok 3.4.6: Bbibop pexuma « HopmasnbHbIA LOMEH».



CeteBad Bugeokamepa DS-2CD854FWD-E. PykoBoacTBo nonb3osartens.

2. Private Domain Name Resolution

MK + IP cepsep + Cratnueckuit IP

/

&
KapTta MNopTtos
" " ™ .
CeTeBson iz Cetesoin \ CeTesou
‘ —_ _ —(_ WHTepHer ) -— —_
O kabenb kabenob K__\_ ~.J kabeno 4

HomnbroTep
p
CeTeBan eMaeoKamepa HIEPLC

AnHamuyeckum IP

PucyHok 3.4.7: Private Domain Name Resolution.
B nanHom ciyyae HeoOxoaum 1K co crarmueckum |P, KOTOpBIt TPOM3BOAUT pa3pelicHUEe KOH(PIUKTOB JOMEHHBIX HMEH.
Korna cereBas BuneokaMepa MOJKIIOUAeTCd K HHTEPHETY ¢ ucnonb3oBaHueM PPPOE u momyuaet IP ampec, oHa otnpaBnser
cBo¢ umsa u anapec IP ceprepy. Korma xnmentckoe IO moaxmrouaercs K ceTeBOH KaMepe, OHO COCAUHSIETCA C CepBEpPOM
U TIpeloCTaBIsIeT eMy OXugaemoe uMsl Kamephl. CepBep HAXOAUT KaMepy CpeAH 3aperucTpUPOBAaHHBIX YCTPOHCTB U
otnpasisier €€ IP angpec xmentckomy I10. [Tocne momydyenus IP anpeca, kmmenTckoe 1O MOXET MOIKITIOYUTBHCS K CETEBOM

BHUACOKaMepe.

iVMS-4000

OTobpa

MoMOLLE
HadKMHTE NPABYI0 KHOMKY MUK ANA ADBABNEHNA 30HEI, MEAUA, YCTRORCTEA

- zne 1

+ @ IPeam1

Mo kamepamM Mo rpynnan

4

TlokabHuIE HAGTPORKA

&

CeoficTea 3anmou

T U\
= THHE TREBOK
B06aBNTE yeTROlicTEO
2 yoTpafieTs
Hazganne DC cam 1 PEXHM TIpHEATHLIA JOMEH Ui e EEmEmT
IF yeTpodicTea Mopt &000
Monkzoearena | admin Napone. o

Kanan Mg 18 Anpec
DHNS-Agpee MpuHagnesur | Zone 1
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CereBas Buaeokamepa DS-2CD864FWD-E. PykoBoAcTBO No/ib3oBatesis

NMpunoxxeHune 1 SADP

1. BeegeHue

SADP (Search Active Devices Protocol) - ato mporpammuoe obecnieuenue, criocoOHOE aBTOMATUYECKH OCYIECTBUTh MOUCK
ceteBoil Bumeokamepsl B cetd LAN. Ilonp3oBatens MokeT u3MeHHTh [P agpec, macky MmojaceTH M NOpPT YCTPOWCTBA.
JlononHuTeNEHO, Mapoib aAMUHUCTPATOPa B 3TOM YCTPONUCTBE MOXKET OBITH BOCCTAHOBJICH HA 3HAYCHHUE M0 YMOITYAHUIO.

SADP IIO tpebyer momnepxku SADP, mostomy cHauana HeoOXomuMo ycraHoBuTh WinPcap, KoTOpelli pacronaraercs

B nupextopun SADP T1O.
2. TOUCK aKTUBHbIX YCTPOMACTB B CETU

Iocne ycranoBku WinPcap nBaxkas! menkauTe Ha 3Hauke sadpdlg.exe. [IporpammHoe obecriedeHre HaYHET TIOMCK AaKTUBHBIX
ycrpoiictB B cetn LAN, mocie dyero B cnucke OyayT OTpaXKeHBI THHI YCTpoMcTBa, [P anpec, Homep mopra, cepHiiHbIi HOMeEp
ycTpoiicTBa, Macka noacetd, MAC aapec, KOIMYECTBO KaHAJIOB, OCHOBHOE YNpAaBIIAIOIIEE YCTPOWCTBO, BEpcUs Kozepa

1 BpEeMsA MHUIUATIN3allun yC’I’pOﬁCTBaI

r ™
SADP |- 2
| Device type | IF addresz | Fort rumber | Device Senal Mo, Device Serial Number
001 [ unknow | 132.0.0.64 )o-2CD e R |D5-2ED?1 53-E0120100726BER
zoft wersion
I"JE.EII::uiIu:I 100423
zubnet magk,
|255.255.255.EI "
IF address
| 192 .0 . 0 . &4 |
device port
IBDDD I
MAC Address
|nn-4n-4a-28-d9-8?
--pleaze input pazswaord--- I
modify | n:anu:ell TAVE | I

-Rezume default pazswaord-




CeteBad Bugeokamepa DS-2CD854FWD-E. PykoBoacTBo nonb3osartens.

3. U3meHeHmne uHpopmauum ob yctpoicree

Bribepure ycTpoicTBO UIT M3MEHEHHS B CIHMCKE YCTpoiicTB. B mH(popmammoHHOM cronmbue cmpaBa OyneT oTtoOpaskeHa
6azoBas uHpOpMaIms o6 ycrpoiictse. [llenkuure Ha kHomke Modify, 4To6bI akTHBHpPOBATH OKHO pemakTupoBanus IP ampeca,

MAacKH HOJCETH, TOPTA YCTPOHCTBA M IOATBEPIKICHUS TApOIs.

SADP
| Device type | IP address | Port nurnber | Device Senal Mo Dievice Serial Mumber
001 unknow 192.0.0.64 an0no D5-2C07153-E012001007 |DS-2ED?153-ED12EI1EIEI?EEEEFH
z0ft version
|V2.EII:|uiI|:I 100423
subnet mask,
|255.255.255. 0
’ IP address
sadpdlg ﬁ | 192 . 0 . 0 . B3
device port
|annn
I\‘ save successfully! R A
fe Y ress
|un-4n-4e-2a-da-a?
--pleaze input paszword---
| canu:el| zave |
-Resume default pazsward-
Ok
1 | 1] b

Beenure HoBbIl [P anpec, macky nojceTu, HoMep mopTa, U IelKHUTe Ha KHonke Coxpanums. Eciu NOsSBUIIOCH coOOLIEHHE
Coxpanenue ycnewno, 3HaUuuT, BBl yCIeIIHO M3MEHWIN KOHOHUIYPALMOHHYI0 MH(OPMALMIO; €CIU MOSABUIOCH COOOLIeHHE

Coxpanenue npepeano MWEIKHATE 10 KHONIKe Ommena, 4To0bI 3aKPHITh €r0.
4. BoccraHOoBNAEeHMUe naposaa no ymoa4yaHuio

Bl MokeTe cOpOCHTH Mapojb aJMUHHCTpaTopa Ha 3HadeHne 12345 B ciydae, ecnu Bwl 3a0bUIH mapois aAMHUHUCTPATOPA.
OOpatuTech K NOCTaBIIMKY I MOTyYSHUs OZHOPA30BOro Koja cOpoca mapois aJMUHHUCTpaTopa. Beeaute xox B TeKkcToBOE
OKHO Boccmanognenue napona DVR no ymoruanuio, n 3atem menkHute Ha kHonke OK, 4TOOBI 3aKOHUUTH MHHIMATU3ALHUIO

aposis aIMUHHICTPATOpa.



CereBas Buaeokamepa DS-2CD864FWD-E. PykoBoAcTBO No/ib3oBatesis

NMpunoxeHue 2 Kapta Noptos

Ipumeuanue: Caenywuue HacTpoiikum mnpenHasHavenbl mist poyrepa TP-LINK (TL-R410) u mMoryT orJM4arbesi
OT HACTPOEK /ISl APYTUX POYTEPOB.

lar 1: Beibepute tun coequuenus WAN, cooTBeTcTByOIMIA poyrepy. Cm. PucyHok:

108M

Wireless Router

WAN

Modeal Mo .
TL-WRE41G f TL-WRG42G

. VAN Connection Type: PFFoE »
e carr Static IP
=L Bl L 9= User Name: FPPFoE
- 802.1X + Dynamic IP
. Password:

802 _1x + Static IP

+ WAN

BigPond Cable
L2TP

lar 2: YcraHoBuTe mapaMeTpbl poyTepa, Kak MoKa3aHo Ha pucyHke Huxke. Hactpoiiku BkmtouaroT [P agpec u macky nojaceru.

108M

Wireless Router

Model| No.:
TL-WRE41G / TL-WRE42G

LAN

MAC Address: 00-14-73-6A-DB-0C

. IP Address: 192.168.10.1
--- Basic Settings -

Subnet Mask: 255 266 2550

b

+ LAN

Save

Hlar 3: Co3paiiTe KOHpUTypaIHio MOPTOB B HACTPOMKaxX BHUPTyalbHOTO cepBepa I[lepemaromrero ycrpoiictBa. Hampumep,

TOPTHI JUIS OHON KYTIOJIEHOW BUeOoKaMephl HacTpanBatoTcs Ha 3HadeHus 80 u 8000, a ee IP agpec 192.168.1.23.
TTopTh! 15t IpyTOii KYMOJNILHOM BHIEOKaMephl HacTpauBatoTcs Ha 3HadeHus 81 u 8001, a [P 192.168.1.24. 3arem, akTuBUpYiiTe
Bce win Toibko TCP npoTokosbl. AKTUBHPYITE KOH(QUTYPAIMIO MOPTOB HAYKATHEM KHOIIKU Save.

108M

Wireless Router

Model No.:
TL-WRE41G / TL-WR642G

Virtual Servers

IP Address

m
E]
o
=
o

Service Port Protocol

20 192.168.10, 23 ALL
ALL
ALL

ALL

—- Basic Settings —
2000 192.168.10/ 23

2l 192.168.10, 24

—- Advanced Settings —
2001 192.168.10, 24

192.168.10, ALL

+ Virtual Servers

192.168.10, ALL

192.168.10, ALL

ALL

OO0 O0OEEEE

192.168.10,

— Maintenance —

Common Service Port: DMNS(53)

v

<

[ mext [ clearan | [ save |

”qul(:“laHMe: HopT ceTeBoOii BHACOKaMeEPhbI HE TOJIKeH KOH(I)JII/IKTOBZITB C IPyruMHu nopTamMu.
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MpunoxeHue 3 CeteBoe KabenbHoe coeguHeHne

KOPMYHEERI
Beno-KopkYHEERIH
2@ neHEIH
Geno-cHHHIA

CHHMIA
Geno-zeneHEId
CpaIHEEEEI
Beno-opaHEeEEId

KOPHMHEEEIA
Geno-KOpHMHEEEIH
zeneHE
Geno-crHKEiA
CHHKE
Geno-3eneHsId
opaHEeELEIA
Geno-opaHEesEIn

MpAuoil 0DxMM ([CoegMHEHWE KOMNLIOTEp-Xai)

(= =)
=0 5=

Kocoil o0#MM [ cOeMHEHHE KOMNEIOTEP-KOKMNBIOTER WAK Xab-xahb)

(=l
S

Geno-opaHEeEEIR
OpaAHEREEIA
Geng-2eneHeE M
CHHMEA
Beno-cHHIE
2enEHEIR
Gano-KoOpHYHEEEIA
KOPHHHEEEIR

Geno-3eneHEI

32 NEHEIA
Geno-opaHEeEEIR
CHHMEA

G ng-cHHMEA
OpaHERERIA
Bi&N0-KOpHHHEERIA
KOPHHHEERIR
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Ana 3ameTokK



